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A Combat Support Agency

This brief contains references to U.S. Government
military capabilities that may not be authorized for
release to foreign governments. Mention of these
capabilities in no way implies that the U.S.
Government will release or consider release of them,
or of any additional associated classified or
unclassified information pertaining to them. This
brief may also contain references to U.S.
Government future plans and projected system
capabilities. Mention of these plans or capabilities in
no way guarantees that the U.S. Government will
follow these plans or that any of the associated
system capabilities will be available or releasable to

foreign governments.
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Common Vulnerability Enumeration (CVE)
Common Platform Enumeration (CPE)
Common Remediation Enumeration (CRE)
Extended Remediation Information (ERI)
Remediation Control Language
Remediation Policy Language
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DoD Remediation Standards
Research Project

High level Policy
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Remediation Manager

Compliance ARF
Data Input ASR

Remediation Manager

(Local Remediation Policy Editor)
(Risk Management Process Support)

ARF  Qperational
ASR Reporting
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Dsadd, Dsmod, secedit.exe WSUSutil.exe
Dsrm, Dsmove, CACLS.exe

LDIFDE

REG.exe

UNCLASSIFIED



Remediation Manager Functions:
A Combat Support Agency Stage POliCieS
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Remediation Manager Functions:
A Combat Support Agency Execute Policy-Based Remediations
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D_ISA\ Remediation Manager Functions:
Report Remediation and Risk Acceptance
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Accepts CRE,
Parameters, and ID
Tasking or XML file
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REMEDIATION TOOL
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Returns Reporting on
tasking

. Changes Registry Settings
equivalent to using REG.exe

R Changes File Permissions
equivalent to using CACLS.exe

»

Local Policy Changes equivalent to using

5 ) .
secedit.exe command line
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